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Federated Wireless Spectrum Controller 
Datasheet 

 

The emergence of the 3.5Ghz Citizens Broadband Radio Services (CBRS) band and the underlying 

shared spectrum model has created a significant new opportunity for the wireless industry. The 

Federated Wireless Spectrum Controller offers spectrum-as-a-service to unleash the power of 

CBRS shared spectrum. 

 

The Federated Wireless Spectrum Controller (Figure 1) delivers software-defined spectrum through 

a cloud-based Spectrum Access System (SAS), protects Federal incumbents with a redundant 

network of Environmental Sensing Capability (ESC) sensors, and provides a robust set of lifecycle 

management tools with real-time visibility for optimizing and monetizing CBRS services. 

 

 
Figure 1. Federated Wireless Spectrum Controller 

The Federated Wireless Spectrum Controller allows operators and businesses to leverage CBRS 

when and where they need it, significantly increasing spectrum efficiency and utilization while 

improving the economics of delivering spectrum-based services and applications for operators and 

enterprises. 
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Delivering CBRS Spectrum Management As-A-Service 
 

Sharing CBRS spectrum is made easy with our standards-based SAS (Figure 2) implemented as a 

service in the cloud for efficiency, scale, and ease of deployment. Incumbents are protected as 

commercial users are given dynamic and secure access to the 3.5 GHz band. Access to interference-

free bandwidth enhances wireless coverage options, creating new business models and service 

opportunities. 

 
       Figure 2. Three-Tiered Spectrum Access System Architecture 

 

FCC Part 96 

Compliance 

By integrating with the Federated Wireless Spectrum Controller, the 

operation of CBRS Devices (CBSDs) will comply with all aspects of Part 96, 

Citizens Broadband Radio Services, the FCC’s Report and Order for 

commercial operations in the 3.5 GHz band. The Federated Wireless 

Spectrum Controller: 

• Registers and authenticates the identity and location of CBSDs  

• Determines the available frequencies at a given geographic location and 

assigns them to CBSDs 

• Determines the maximum permissible radiated transmission power level 

for CBSDs at a given location and communicates that information to the 

CBSDs 
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Priority Access 

Licenses (PAL) 

and General 

Authorized 

Access (GAA) 

The Citizens Broadband Radio Service frequency band covers 3550-3700 

MHz, with General Authorized Access Users operating in the entire band 

and Priority Access Users operating in the 3550-3650 MHz frequency band 

(Figure 3).  

 
           Figure 3. CBRS Spectrum Allocation 

 

The SAS authorizes each PAL to use a 10-megahertz channel in the 3550-

3650 MHz band, with no more than seven PALs assigned in any given 

license area at any given time. If there are any frequencies designated for 

Priority Access that are not in use by a Priority Access Licensee, the SAS 

may authorize and manage these to General Authorized Access Users. The 

SAS assigns authorized CBSDs to specific frequencies, which may be 

reassigned by the SAS as needed. 
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3-Tier 

Enforcement 

with Integrated 

ESC 

The Federated Wireless Shared Spectrum Enablement Service includes a 3-

tier enforcement capability including an Environmental Sensing Capability 

(ESC) (Figure 4) that ensures CBSDs operate in a manner that does not 

interfere with Incumbent users, including: 

• Enforces the required Exclusion and Protection Zones to ensure co-

existence between CBRS users and incumbent federal operations 

• Protects non-federal incumbent users consistent with the rules (for 

example Fixed Satellite Service Earth Stations and grandfathered 

broadband wireless licensees until the end of the grandfather period) 

• Protects Priority Access Licensees from interference by GAA users 

• Facilitates the coordination and exchange of information necessary to 

avoid conflicting frequency assignments among SASs 

• Ensures secure and reliable transmission of information among SAS, ESC, 

CBSDs and Domain Proxies while guaranteeing privacy requirements 

• Manages CBSD power levels as per international agreements in areas 

adjoining borders with Mexico and Canada 

 

 
                                  Figure 4. Integrated Environmental Sensing Capability 
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Spectrum Management Across the Network Lifecycle 
 

The Federated Wireless Spectrum Controller includes a comprehensive spectrum enablement 

service to simplify and automate deployments on shared spectrum, including planning, installation, 

spectrum optimization, and ongoing spectrum analytics. These always-on dynamic spectrum 

management capabilities serve to minimize contention and maximize spectrum efficiency for 

delivering KPIs to users and businesses of all sizes. This service is a key component needed for 

building a complete CBRS network solution. 

 

Network 

Planning for 

Shared 

Spectrum 

Networks 

The Spectrum Controller provides APIs that can be used to build tools to 

evaluate the availability of spectrum for a specific indoor or outdoor 

location, and also plan the networks with the optimal locations, channel 

allocations and power levels to optimize the performance of the network 

and minimize the interference levels without expensive and manual site 

surveys. 

 

The Controller includes a graphical user interface for ease of use and has the 

ability to import files containing desired locations.  

 

Output from the Spectrum Controller can be exported in the form of a .csv 

file for use in custom reports or other analytics. 

 

Support for 

Network 

Organization 

such as CBSD 

Groups 

LTE networks often need groups of CBSDs to be on same channel, and this 

grouping information needs to be maintained. Such capabilities are 

supported via implementation of the following group types:  

• Common Channel Groups (CCG) 

• Interference Coordination Groups (ICG) 

• Coexistence Groups (CxG). 

 

Support for both mobility and fixed wireless access networks is available. In 

the case of fixed wireless access networks, the Spectrum Controller ensures 

both Customer Premise Equipment (CPE) and base stations are provisioned 

and allocated spectrum in a coordinated manner. 
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Heatmaps for 

Visualization and 

Interference 

Mitigation 

The Federated Wireless Spectrum Controller uses WInnForum-specified 

radio propagation models (EHATA & ITM) along with terrain data from the 

National Land Category Database (NLCD) and Surface Refractivity Database 

to calculate the aggregate interference. The Spectrum Controller allows 

network operators to visualize the spectrum coverage maps (Figure 5). The 

coverage maps include the coverage for the operator’s CBSDs on each 

channel as well as the aggregate interference in any region on each channel. 

 

This spectrum data is also available through RESTful APIs to allow for easy 

integration with existing spectrum planning and optimization tools. 

 

 
Figure 5. Spectrum Controller with Spectrum Coverage Heatmap 
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Dynamic 

Spectrum 

Coordination 

and Fairness 

Management 

Active PAL Management 

The Spectrum Controller supports enhanced PAL coordination based on a 

network’s ability to tolerate specific interference levels, beyond the 

standard -80 dBm specified by the FCC. 

 

Active GAA Management 

The Spectrum Controller includes GAA interference management (also 

referred as “co-existence management”) to maximize performance at the 

GAA layer. The Spectrum Controller ensures that the spectrum allocated to 

CBSDs is optimized for mobility, data rate maximization and/or other 

operator performance objectives. Bandwidth allocation and channel 

assignment are done to maximize coverage via optimization of EIRP.  

 

Purpose Built for Easy Integration 
 

Modern Cloud 

Architecture 

• Shared spectrum capability delivered as a service provides cost-

effective scale and elasticity 

• Network visibility provided at the right level for each organization 

through rules and dashboards for ease of management 

• Feature enhancements can be quickly added with minimal disruption to 

the CBRS network, allowing customers to reap new benefits 

automatically 

 

Partner-Friendly 

by Design with 

Secure API-

Driven Approach 

 

• Extremely simple RESTful APIs to embed shared spectrum management 

in various tools used by different users – from network operations 

teams to field and support teams of radio access product vendors 

• Consistent API documentation and versioning 

• Secure APIs using industry standard API authentication and encryption 
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Self-

Management 

Console 

• Manage the entire service from a single web console (Figure 6)  

• Provides views for multiple users, including developers, support teams, 

business owners and operators 

• Supports an entire range of network operations including: 

• Planning 

• Deployment 

• Spectrum Analytics 

• Reporting 

• Network Visualization 

• User/Account Administration 

 

 

 
                       Figure 6. Spectrum Controller Analytics Dashboard 
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Account 

Hierarchy & 

Management 

Each customer has an account on the Spectrum Controller that allows for 

the following capabilities: 

• An administrator can create, administer and manage sub-organizations 

within the scope and context of their organization 

• Each sub-organization and its users can view details within its own 

scope, and not other sub-organizations 

• Each sub-organization can be configured with a limit on the number of 

CBSDs that it is allowed to operate 

• Each administrator can upload a set of CBSD serial numbers. This 

authorizes the Spectrum Controller to allow operation of these specific 

CBSDs on the organization’s network 

 

Spectrum 

Monitoring and 

Troubleshooting 

• The Spectrum Controller includes tools for engineering and support 

teams to proactively monitor and troubleshoot various interfaces such 

as SAS-CBSD and SAS-SAS 

• The Spectrum Controller also exposes RESTful APIs to automate and 

integrate these monitoring capabilities into existing engineering and 

support processes 

 

Reporting The Spectrum Controller supports: 

• On-demand reports 

• Periodic reports generated either daily or weekly 

• Reports are available in the following categories:  

• CBSD listings (current and historical) 

• Response Time for SAS-CBSD Messages 

• User and Organization listings 

• Reports are available based on time, geography and FCC IDs 
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Analytics The cloud based architecture of the Spectrum Controller makes it well 

suited to convert the data of the spectrum related operations into 

actionable analytics such as: 

• CBSD status, message volume and message failures 

• Band Occupancy 

 

These analytics are also available to customers through Graphical User 

Interface and RESTful APIs.  

 

The analytics are available based on time, geography and FCC IDs. 

 

Standards Supported 
 

The Spectrum Controller supports the below standards: 

• FCC Part 96 

• WInnForum specifications for SAS-CBSD (TS1.1), SAS-Domain Proxy (TS1.1) and SAS-SAS 

(TS1.1) interfaces 

• EHATA & ITM Propagation Models 

• API Authentication using Username/Password and JSON Web Token (JWT) 

• Data protection 

• Privacy Restricted Data encrypted with minimum AES 512 encryption 

• PKI infrastructure based secure communication between SAS-CBSD, SAS-ESC, SAS-

Domain Proxy, SAS-ESC and SAS-FCC 

• TLS Version 1.2 (to evolve to Version 1.3 in future) 

• Supports following cipher suites for SAS and ESC: 

o TLS_RSA_WITH_AES_128_GCM_SHA256 

o TLS_RSA_WITH_AES_256_GCM_SHA384 

o TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 

o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 

o TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 

• Cloud infrastructure on ISO 27001 Compliant infrastructure 
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Summary 
 

CBRS, dubbed the “Innovation Band”, opens up a spectrum of possibilities for Mobile Network 

Operators, Cable Operators, Managed Service Providers, Broadband Wireless Access Providers and 

Enterprises to create reliable new services for their customers, employees and guests.  The 

Federated Wireless Spectrum Controller allows businesses to leverage CBRS when and where they 

need it, significantly increasing spectrum efficiency and utilization while improving the economics 

of delivering wireless services and applications. To learn more, please visit us at 

http://www.federatedwireless.com/. 

 

 

 


